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Context & Motivation

• 5G new technologies require to be tested from a functional and non-functional

• New cybersecurity threats

• Previously adopted security and privacy mechanisms become ineffective

• Goal: The creation of new sets of security test cases and tools specifically

targeting 5G security concerns

5Greplay: An open-source solution to perform fuzz testing of 5G 
networks, allowing to forward network packets from one NIC to 

another with or without modifications.
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5Greplay Architecture

5G Protocols: NGAP, SCTP, NAS-5G, DIAMETER, HTTP/2

Mutation operators:

delete packets

duplicate packets

modify attributes
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Tool Overview

● CLI-based tool with multiple commands 

covering different scenarios

● Deployment: Run locally or in Docker 

containers 

● Integration: Exposed through commands, 

APIs, or MCP interfaces.

● Project:

○ https://github.com/montimage/5greplay

○ https://5greplay.org/docs.html
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What Can You Explore?

• Replay real or pre-captured 5G traffic 

• Create rules to modify, duplicate, delete, or drop packets 

• Test different 5G protocols and network scenarios 

• Test 5G core components such as Open5GS or free5GC

• Observe how the 5G core reacts to unexpected or malformed messages

• Step-by-Step Tutorials (including screencast): 

• https://5greplay.org/docs/tutorial/replay-open5gs/

• https://5greplay.org/docs/tutorial/replay-oaicn/

• https://5greplay.org/docs/tutorial/smc-message/
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Thank you for your attention!
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