
Co-Funded by the European Union. Views and opinions expressed are however those of the author(s)
only and do not necessarily reflect those of the European Union or Digital Europe Programme. Neither
the European Union nor Digital Europe Programme can be held responsible for them.

Edgardo Montes de Oca
Montimage

ACAS: Advanced Cybersecurity Analytics Service

2nd CyberSuite hackathon
October 2026 | Paris, France



Agenda

03

01

02

Context & Motivation

ACAS Solution & Architecture

Tool Overview

04 What Can You Explore?

CyberSuite | 2nd CyberSuite hackathon | October 2026 | Paris, France – Page 2



Context & Motivation

95% 

encrypted traffic
over 85% 

attacks in

encrypted 

traffic

As of 2022

Source: State of Encrypted Attacks 2022 by Zscaler

● Encryption is rapidly becoming the norm

● Challenge for traditional security tools
○ Signature-based and rule-driven systems struggle 

to inspect encrypted payloads
○ Decryption for inspection is resource-intensive, 

often impractical, and can raise privacy concerns

● Need for AI-driven solutions:
○ Analyze metadata, traffic patterns, and behavioral 

signals without decrypting the content 
○ Enable real-time, scalable, and privacy-preserving 

detection of threats
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ACAS Solution

● Monitor and detect anomalies (e.g., botnet, DDOS, 
ransomware) in encrypted network traffic

● Useful for network administrators, security analysts, AI 
developers and testers.

● Main functions:
○ Traffic Feature Extraction: 60+ flow-based features (protocol 

field values & statistical metrics) using MMT 
○ Deep Learning-Based Anomaly Detection: combining 

Convolutional Neural Networks (CNN) and Stacked Auto-
Encoders (SAE)

○ Flexible Architecture

● Datasets: public (CSE-CIC-IDS2018: 99% in botnet detection) 
and private (normal user activity & honeypot data)
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ACAS Architecture
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Tool Overview

70+ Swagger-based APIs

● Manipulate the MMT tool
● Access reports and logs
● Upload trace file for analysis
● Manipulate models and the building model process
● Get the stats of the building model process
● Manipulate the prediction process and obtain 

results
● …
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Tool Overview

70+ Swagger-based APIs

Projects: https://ndr.montimage.eu/
https://ndr.montimage.eu/docs/

User-friendly GUI
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What Can You Explore?

• Analyze normal and malicious network traffic using Deep Packet Inspection

• Explore extracted flow-based features

• Test both rule-based and AI-based detection of network attacks

• Explore different AI model metrics, like accuracy, explainablity and robustness

• Tutorial: https://strongcourage.notion.site/Hands-On-ACAS-Tool-Testing-

2991f0954df88047a537e2a585e857f8
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Thank you for your attention!
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