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The Challenge
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Micro and Small Enterprises (MSEs) represent 98.9% of 

the European enterprises.

They are not sufficiently protected against negligent 

behaviour and malicious attacks.

• 68% of small businesses experienced a breach or 

attack.

• 56% of breaches were not discovered within a suitable 

time.

• 60% of severely hacked businesses closed within six 

months.

• Average cost of cybersecurity: 12’456€ for a small 

business per year.



Overview

GEIGER App 

• cybersecurity tool that fits in an 
MSE owner's pocket

• allows SME end-users without ICT 
expertise to determine cyber 
threat exposure, and stepwise 
improve the cybersecurity of their 
SME.
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Who It’s For?

SME Cybersecurity Classes Cybersecurity Improvement Needs

Abandoned SMEs
CS motivation, knowledge,  connection and IT 

knowledge

Unskilled SMEs
CS training, guidance, connection

Expert-connected SMEs CS connection

Capable SMEs CS news, evolution

Provider SMEs
CS news, evolution

Source: Alireza Shojaifar and Heini Järvinen. 2021. Classifying SMEs for Approaching Cybersecurity Competence and Awareness. 

In The 16th International Conference on Availability, Reliability and Security (ARES 2021),

August 17–20, 2021, Vienna, Austria. ACM, New York, NY, USA, 7 pages.
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What GEIGER Does

Awareness

Scan your company profile 
against live threat intel.

GEIGER Score — one number, 
like a credit score, but for cyber 

hygiene.
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What GEIGER Does

Preparedness

Plan: the score becomes a 
ranked, bite-sized to-do list, 

not a 40-page policy 
document

Coach: the GEIGER cyberCOACH
conversational agent walks you 

through both your to-dos and a live 
incident, in plain language, no jargon.
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Improving the GEIGER Score

Score News Recommendations 
(offerings)

Todos
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Setup Guide

Scan the QrCode to 
download the App 

from either play 
store or App store

Create your company 
account 

Scan Plan Conversational 
Agent support
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Tasks for Participant

Challenge A — Awareness & Planning

• Install the GEIGER app → create a company profile → run a Scan → get briefed on your top 
threats → select and plan recommended actions → tap a to-do and hit "Need help?” to hand it 
off to the coach (Telegram or WhatsApp) → let it walk you through actually doing that one 
action.

Challenge B — Awareness Meets Preparedness

• Back in the app after the coach — mark that to-do (and a couple more, if you have time) as done
→ run Scan again → watch your GEIGER Score respond.

Challenge C — Preparedness in Action

• Open the GEIGER cyberCOACH directly on either Telegram or whatsapp (no to-do, no handoff 
code) → report a suspected incident (e.g. share an image or copy the text of an suspected 
phishing email) as it would happen for real → follow its guided response → see your security 
posture update as a result.
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Tasks for Participants

Challenge D: Identify local threat information sources by researching them.

• Where does the French police and authorities publish threats such as cyber campaigns?

Challenge E: Identify local offerings by researching them

• Who offers interesting cybersecurity trainings products and services in Paris

Challenge F: Identify local companies who could benefit from CG tools?

Challenge G: Test use and validate the adapted CG Toolbox

• Are meaningful news filtered

• Do the improvement recommendations fit the respective news?

• Are the TODOs meaningful?

Note: This task will be done in collaboration with the developer

Give your Feedback
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Thank you for your attention!

cyberGEIGER GmbH

Nosa  Daniel Ahanor

daniel.ahanor@cyber-Geiger.com

cyber-geiger.com

Co-Funded by the European Union. Views and opinions expressed are however those of the author(s)
only and do not necessarily reflect those of the European Union or Digital Europe Programme. Neither
the European Union nor Digital Europe Programme can be held responsible for them.

Give your Feedback
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