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COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL
COMMITTEE AND THE COMMITTEE OF THE REGIONS

An SME Strategy for a sustainable and digital Europe Mlcro and Sma” Enterprlses (MSES) represent 989% Of
the European enterprises.

1. Introduction

They are not sufficiently protected against negligent
Europe’s 25 million small and medium enterprises (SMEs) are the backbone of the EU . .
economy. They employ around 100 million people, account for more than half of Europe’s behaV|Ou r and ma||C|OUS atta CkS

GDP and play a key role in adding value in every sector of the economy. SMEs bring
innovative solutions to challenges like climate change, resource efficiency and social

cohesion and help spread this innovation throughout Europe’s regions. They are therefore * 68% Of Sma” bUSIneSSGS eXpe I"IenCed a breaCh or
central to the EU’s twin transitions to a sustainable and digital economy. They are essential to
Europe’s competitiveness and prosperity, economic and technological sovereignty, and attaCk

resilience to external shocks. As such, they are a core part of the achievement of the EU’s
industrial strategy.

 56% of breaches were not discovered within a suitable
time.

 60% of severely hacked businesses closed within six
months.

» Average cost of cybersecurity: 12'456€ for a small
business per year.
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GEIGER App GEIGER, GEIGER,

e cybersecurity tool that fits in an a o izt 50
MSE owner's pocket E N

Russian hackers block websites

insufficiently protected

* allows SME end-users without ICT
expertise to determine cyber
threat exposure, and stepwise Sl e rtcion e cetn e
improve the cybersecurity of their
SME.

Next
Next D | have read and agreed to Geiger Toolbox
erms of v and Priv Polic
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SME Cybersecurity Classes Cybersecurity Improvement Needs

CS motivation, knowledge, connection and IT

Abandoned SMEs
knowledge

_ CS training, guidance, connection
Unskilled SMEs

Expert-connected SMEs CS connection
Capable SMEs CS news, evolution
Provider SMEs

CS news, evolution

Source: Alireza Shojaifar and Heini Jarvinen. 2021. Classifying SMEs for Approaching Cybersecurity Competence and Awareness.

In The 16th International Conference on Availability, Reliability and Security (ARES 2021),

August 17-20, 2021, Vienna, Austria. ACM, New York, NY, USA, 7 pages.
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Scan your company profile GEIGER Score — one number,
against live threat intel. like a credit score, but for cyber
hygiene.
% 2 - ":&: =

34°

Awareness @ ’ a

Insufficiently Protected
Your Threat
— : A X
Distributed Denial of Service Risks
No actions required yet! Remain High
Please wait for the scan to complete , Jlete
(X N N J
Todos >

No active Todos added yet.
Please consult your Threats
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Plan: the score becomes a
ranked, bite-sized to-do list,
not a 40-page policy
document

Coach: the GEIGER cyberCOACH
conversational agent walks you
through both your to-dos and a live
incident, in plain language, no jargon.
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Preparedness
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Insufficiently Protected

Your Threats

X
Al Models Speed Up Cyberattacks
of 11 completed
[ ]
Todos >

UBITECH
PUZZLE(Standalone): Allo...
Last Updated: 47 min ago
Montimage ACAS
(Advanced Cybersecurity ... >
Last Updated: 44 min ago
cyberCOACH (Telegram) N

Last Updated: 42 min ago

Hi 59:5

[start 5.4,

Got it—you're trying to continue with
the UBITECH PUZZLE (Standalone)
topic about “Allowed Repositories” and
how a policy-based control helps
enforce approved container image
sources.

| can help explain and connect this to
practical cybersecurity concepts. The
cyberCOACH service provides first-
level support and training—so you're
not alone. It's not perfect, but always
there. If you prefer a human, you can
contact: ciso@cyber-geiger.com.

. Here are the kinds of help we offer

" (choose what you want):

- **Teacher**: explain the concept in
simple terms and how it fits into

security.

- **Advisor**: help you interpret the
policy/control and what to check in you
SP" -

(= v AP ©)9
goeswrong (e:g:, unexpected images
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14:158 1

Partially Protected

Your Threats

Fake parcel check tricks card data

0 of 3 completed

Todos >

No active Todos added yet.
Please consult your Threats

X

News

11:08 & ol 5G

< News

6 ‘ C';PRUS

Distributed Denial of Service Risks
Remain High

A cybersecurity report says that even after botnet
takedowns, attackers are still launching larger
distributed denial of service attacks, with
finance-linked targets hit especially hard. For a
cybersecurity vendor in Freiburg, this is relevant
because clients may need resilience advice,
monitoring, and traffic-filtering guidance.

E

How to Protect me?

Domain name system failover
leted

of 2 comg

Uptime alerting

) of
0 of 2

mpleted

Recommendations
(offerings)

Domain name system failover X

This is a backup setup that can redirect users to
an alternate site or service location if the main
one becomes unavailable. It reduces downtime
when attackers overwhelm the primary
infrastructure. It fits cyberGEIGER because it is
relatively simple to plan and can protect key
landing pages, booking forms, or training portals.

Recommended Todos

Swipe an offering left to dismiss it

UBITECH PUZZLE(Standalone):
Allowed Repositories

A policy-based control that enforces
approved container image sources. It
is not a direct DNS failover product, so
it only partially matches the
recommendation by helping keep
alternate service deployments
controlled and safe during fallback
operations.

Do it vourself: backup routing

Prepare a secondary landing page or

Todos
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Insufficiently Protected

Your Threats

X
Al Models Speed Up Cyberattacks
0 of 11 completed
[ ]
Todos >

UBITECH
PUZZLE(Standalone): Allo...
Last Updated: 47 r
Montimage ACAS
(Advanced Cybersecurity ... >
Last Updated: 44 min ago
cyberCOACH (Telegram) N

Last Updated: 42 min ago
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Scan the QrCode to  Create your company Scan Plan Conversational

download the App account Agent support
from Either play LA e 1:02 2 tl 56 6 12:21 il 56 €3 12:13 ! 56 €

« App Store

store or App store x * 2 ) ko2 D EEED €
Create your company profile 34 ’ Hi

L Today

Comany Name

e [start
Company Location Got it—you're trying to continue with
the UBITECH PUZZLE (Standalone)
0fs0 topic about “Allowed Repositories” and

how a policy-based control helps
Generate Company Description Insufficiently Protected enforce approved container image
sources.

Your Threats

L]
J
8 | can help explain and connect this to

practical cybersecurity concepts. The

No active cyber news right now. cyberCOACH service provides first-
L .: level support and training—so you're

not alone. It's not perfect, but always
.i. Todon'> there. If you prefer a human, you can
(] No actions required yet! contact: ciso@cyber-geiger.com.

Please wait for the scan to complete
G! o UBITECH Here are the kinds of help we offer
PUZZLE(Standalone): Allo...
i (choose what you want):

- **Teacher**: explain the concept in
simple terms and how it fits into
security.

- **Advisor**: help you interpret the
Updat policy/control and what to check in you
Geiger Toolbox | set

Version: 1.1.1 (48) -@r @ 2

goesWrong (eig:, unexpected image
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Challenge A — Awareness & Planning

* Install the GEIGER app - create a company profile = run a Scan - get briefed on your top
threats - select and plan recommended actions = tap a to-do and hit "Need help?” to hand it
off to the coach (Telegram or WhatsApp) = let it walk you through actually doing that one
action.

Challenge B — Awareness Meets Preparedness

e Back in the app after the coach — mark that to-do (and a couple more, if you have time) as done
— run Scan again - watch your GEIGER Score respond.

Challenge C — Preparedness in Action

* Open the GEIGER cyberCOACH directly on either Telegram or whatsapp (no to-do, no handoff
code) - report a suspected incident (e.g. share an image or copy the text of an suspected
phishing email) as it would happen for real - follow its guided response - see your security
posture update as a result.
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Challenge D: Identify local threat information sources by researching them.
* Where does the French police and authorities publish threats such as cyber campaigns?
Challenge E: Identify local offerings by researching them

 Who offers interesting cybersecurity trainings products and services in Paris

[m] A%-[m]

Challenge F: Identify local companies who could benefit from CG tools?
Challenge G: Test use and validate the adapted CG Toolbox

* Are meaningful news filtered

* Do the improvement recommendations fit the respective news? Give your Feedback

* Are the TODOs meaningful?

Note: This task will be done in collaboration with the developer
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Thank you for your attention!

cyberGEIGER GmbH

Nosa Daniel Ahanor

daniel.ahanor@cyber-Geiger.com Give your Feedback

@ [ =

cyber-geiger.com

Co-Funded by the European Union. Views and opinions expressed are however those of the author(s)
only and do not necessarily reflect those of the European Union or Digital Europe Programme. Neither
the European Union nor Digital Europe Programme can be held responsible for them.
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