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SOLUTION 

1. Find the vulnerability 

• On the fake E-Shop page, you will find a user login symbol. Click on it, and follow the Not a 
member? Sign up link to create a user account. 

• Log in using your newly created credentials. 
• Click on the ORDERS link in the top menu. 
• You'll notice a search field here. You can try an injection here, for example: 

' OR 1=1 -- 

• The injection works! The application discloses detailed information about paying customers: 
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2. Use Seer Box to Create a Protection Rule 

• Access Seer Box's web interface and navigate to the Detection → Alerts section. You'll see an 
alert for the vulnerability you've just discovered. 

 

• Click on the magnifying glass icon :mag: to inspect the alert's details, then click on Advanced 
Protection at the top right 

 

• Build a new rule leaving all values and firewall actions unmodified (click Next until you reach the 
final step of the rule creation wizard), then click on Add Rule and finally Save it using the button at 
the top 
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• The new rule has been created and activated. You're now ready to complete the challenge 
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3. Collect the flag 

• If you try to repeat the same malicious SQL Injection input, the firewall will block you and you'll 
be able to collect your flag, as shown in the screen below: 

 

• You've successfully submitted the flag and completed the challenge! 
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